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Abstract

An architecture and VLSI implementation of a new
block cipher called Curupira is presented in this
paper. This cipher is suitable for wireless sensors and
RFID applications. Our 0.13 um implementation
requires resources of 9450 gate equivalences and is
capable to encrypt a plaintext in 10 clock cycles. The
cipher achieves a maximum throughput up to 2361
Mbps at 246 MHz for encrypting/decrypting. When
clocked at 100 KHz a throughput of up to 960 Kbps is
achieved and an average power of 0.04 mW is drawn.

1. Introduction

Wireless sensor networks (WSN) are making their
way from research to real-world deployments.
Personal-area networks, intelligent homes,
environmental monitoring there is almost nothing left
that is not going to be “smart” and “networked” [1].
On the other hand, Radio Frequency Identification
(RFID) systems allow products to be read
simultaneously and provide a reading range superior to
existing systems. In such a system, RFIDs have to be
highly cost effective. As its size directly affects the
manufacturing cost, so the design of tag’s integrated
circuit has to be highly silicon efficient.

Block ciphers have been used as a basic security
building block for applications such as smart cards.
Similar algorithms can be applied to tiny devices such
WSNs and low-cost RFID tags. In such devices it is
impossible to implement multiple security primitives
for cost reasons. For example, in the case of RFID tags
it is estimated that security resources may be limited to
hundreds of bits of storage, roughly 500-5,000 gates
[2]. So a compact hardware implementation of a block
cipher could be the most promising candidate for
security in such applications.

Another critical issue in this type of devices is the
limited amount of power available. Only a small, finite
amount of energy may be available from the miniature
batteries that use these devices. '
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Until now, there are some block cipher
implementations for RFID or WSNs applications. The
DESL, DESX and DESXL [3] are three of them. They
achieve a throughput of up to 44.4 Kbps at a clock
frequency of 100 KHz. Their hardware resources cover
1848, 2629 and 2168 GE respectively. Another block
cipher is the mCrypton [4]. It achieves a throughput of
up to 492.30 Kbps and covers 2681 GE. Finally, in [5]
and [6] two lightweight block ciphers are presented,
Hight and Present, respectively. The first one achieves
a throughput of 188.20 Kbps and covers up to 3048
GE, while the second one for 80-bit key achieves a
throughput of 200 Kbps and covers up to 1570 GE.

In this paper the first hardware implementation of
the new lightweight block cipher called Curupira [7] is
investigated. This paper demonstrates the area and
time efficiency of this cipher. Curupira operates on a
96-bit cipher state using a key of 96-, 144- or 192-bit
for variable number of rounds from 10 to 23.

This paper is structured as follows. In Section 2 the
Curupira block cipher is briefly presented. In Section
3, the proposed architecture is analyzed. In Section 4,
synthesis results and comparisons with previous
published block ciphers are given. Finally, Section 5,
concludes the paper.

2. The Curupira block cipher

The Curupira block cipher is an iterated block
cipher that operates on a 96-bit cipher state organized
as a matrix M, (3x4 matrix with arguments equal to
one byte). It uses a 48¢-bit (2<t<4) key organized as a
matrix M.

2.1. The round function

The round function, p[k”], is based on combined
operations from three algebraic functions. These
functions are the nonlinear layer p, the permutation
layer z, and the linear diffusion layer 6. The round
function is parameterized by the key k, and given by:
plk™1=6[k1°6°7°y. The block diagram of the block
cipher basic round is shown in Fig. 1. The layer y
consists of the parallel application of a nonlinear S-
box. The actual S-box can be computed from two



miniboxes, F and , as the Fig. 2 shows. The key
addition ofk] consists of the bitwise addition of the
key matrix as the following equation describes,
olkll@=b b ;=a; ;®k; ;,0<i<3,0<j<n.
2.2. The key scheduling round function

A 48t -bit user key XK, externally stored as a byte

array of length 6¢ is internally represented as a matrix
such that K, =XK[i+3j], 0<i<3, 0<,<2¢.
The cipher key is updated during the cipher operation

by a reversible transform defined by two linear
operations £ and u .

Also, let K, be the cipher key. Defining the initial
key stage as K”' = K , the key evolution function, v ,
computes key stage K from the key stage K" as
w,=poloolqg”1=woolq”]. So, the key stages
are computes according to the following equation
K" = (0L ,wo0{q™1)(K). Fig. 3 depicts the block

diagram of key scheduling round function for the
encryption operation. For the decryption operation the

key evolution function becomes v, "= 6[¢ew™.
The effective round subkeys Ak ) used by the cipher
are computed via the key selection function, ¢r
defined so that: k) =g (K)«> kf) =S[K{)] and

k) = K{) for i>0,0<j<4.
2.3. The complete block cipher

Curupira is defined for the cipher key K and R
rounds as the mapping CURUPIRA[K] given by
CURUPIRAK ] = o[k ® Jo oy (0% o[k ]
oformoy)ook?].
3. Proposed hardware architecture

The proposed Curupira implementation uses 96-bit
key and operates for 10 rounds. Consists of the two

main components: the Key Scheduling Unit, which is
responsible for the round keys generation, and the
Curupira Core Unit, which executes the basic
encryption procedure.

The VLSI implementation of the Curupira Core
Unit is illustrated in Fig. 4. The nonlinear layer y, is
composed of 12 substitution tables, S-Boxes. It
consists of two 4-bit miniboxes P and (. These
miniboxes have been implemented by Look-Up-Tables
(LUTs). Next, the permutation layer z, is implemented
by using wired shifters. The first row of data is kept
unchanged. In the second row, the data of the first
argument with the second one, and the data of the third
argument with the forth one, are swapped. Finally in
the third row, the data of the first argument with the
third one and the data of the second argument with the
forth one, are swapped. The diffusion layer 6, is a
matrix multiplication between the round state and a
generator matrix, D. The layer 8 input stage is a 3x4
matrix. Each argument of this matrix is one byte. An
efficient method for hardware implementation is

provided in equation 1. a,,, a;; and a,; represent

the three bytes of the i column of the output state of 8
layer.

ag; =bg; ® X[by; ®b; ®b,;]

a; =by; @Xz[bo,i ®by,; ®by;]1 (1)

ay; =b; ®X[by; ®b;; ®b,;]1®

Xz[bo,i @b, ®b,,;]

Table X implements the multiplication by the
polynomial  g(x) = xmod Xt +x? 41 in
GF(2%). The key addition (o{k”]) consists of eight
2-input XOR gates for any byte of the state.
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Fig. 3. Block diagram of the key
scheduling
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Fig. 4. VLSI implementation of the Curupira
core unit

Every bit of the round key is XORed with the
appropriate bit of the cipher state. The Key Scheduling
Unit is depicted in Fig. 5. The two basic functions,
Key Evolution and Key Selection, are also separated.
The Key Evolution Function mainly comprises of
the key addition component, the linear transforms ¢
and u, five 2-to-1 96-bit multiplexers and a 96-bit

register. The key addition (ok"?]) consists of eight

2-input XOR gates for any byte of the state. Every bit
of the first row of the state is XORed with the
appropriate bit of the, predefined and stored in the
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ROM, constants (¢*). So, a 32-bit XOR gate is used.

Then, the linear transform ¢, rotates its input state
according to the following rule: it keeps the first row
of its argument unchanged, rotates the second row one
position to the left, and rotates the third row one
position to the right during the encryption operation.
During the decryption operation the linear transform
works reversely. The flag e defines the cipher
operation. Finally, the transform g is a matrix
multiplication between the input state and a generator
matrix E. An efficient method for hardware
implementation (Fig. 6) is provided. a,;, a,; and a,;

represent the three bytes of the i column of the output
state of the transform u.

During the encryption the e flag is true (e=1), while
during the decryption the e flag is false (e=0). The
implementation shares two tables, X and
X? = X o X, and eight 2-input XOR gates.

The Key Selection Function mainly consists of four
S-boxes and a diffusion layer #. The multiplexer
selects the appropriate subkeys for encryption (e) or
decryption (e). The S-boxes are applied in the first
row of the key state.

The plaintext/ciphertext block is set to the Curupira
Core Unit (Fig. 4) input simultaneously with the 96-bit
key to the Key Scheduling Unit (Fig. 5) at a =0.
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From this key the initial subkey (KO0) is generated
and added to the 96-bit plaintext/ciphertext (Fig. 4).
The rest 10 subkeys are XORed (for 0<¢<9) with the
cipher state of the @ layer. The last subkey is XORed
with the cipher state of the x layer (through the
multiplexer). A round subkey is produced in one clock
cycle. After 10 execution  rounds  the
ciphertext/plaintext is produced. Each produced
subkey is also used in the next clock cycle for the
production of the next subkey by the Key Scheduling
Unit. The dashed path indicates the operation during
the encryption, while the solid path indicates the
decryption operation.

4. Synthesis results and analysis

The proposed implementation was captured by
using VHDL, with structural description logic. The
VHDL code has been synthesized with Synopsys
synthesis tools (Design Compiler) and the target
technology library is 0.13 um. The total power
dissipation is measured using Synopsys PrimePower.

The 4-bit miniboxes (P and Q) were designed by
using Look Up Tables (LUTs).

The proposed implementation achieves a
throughput equal to 2361 Mbps for a maximum
frequency of 246 MHz. When clocked at 100 KHz a
throughput of up to 960 Kbps is achieved and an
average power of 0.04 mW is drawn.

The experimental results are shown in Table 1.
Since no other implementations do exist, comparisons
with other lightweight block ciphers, [3]-[6] have been
added. The current sensors and RFID applications
allow an operating clock frequency up to 100 KHz.

Table 1. Experimental Results and Comparison s
Cipher Cycles Throughput at Logic Area (GEs)
per 100 KHz Process
block (Kbps) (pm)
DESL [3] 144 5.55 0.18 1848
mCrypton 13 492.30 0.13 2681
(4]
Hight [5] 34 188.20 0.25 3048
Present [6] 32 200 0.18 1570
Curupira 10 960 0.13 9450

The algorithm constants (q(s)) are stored in 10x32 bit

ROM blocks. The proposed implementation achieves
the highest throughput at the expense of a higher
number of GEs. This is an expected result of the
algorithm philosophy and not an implementation
tradeoff. Also, the proposed implementation handles
data up to 128-bit (96-bit plaintext/ciphertext and 96-
bit key) in parallel. The critical path is dictated by the
cipher Key Scheduling Unit.

The mCrypton implementation in [4] achieves the
best throughput and covers 1848 GEs. The DESL in
[3] achieves the lowest throughput value equal to 5.55
Kbps. However, it fits better in 8-bit processors. The
Hight [5] and Present [6] implementations achieve
comparable time performance from 188.20 Kbps to
200 Kbps, respectively. Finally, the implementation in
[6] consumes the least area resources compared to all
others.

5. Conclusions

In this paper a hardware architecture for the new
lightweight Curupira block cipher and its VLSI
implementation are presented. The synthesis results
show that the Curupira cipher implementation is a
flexible solution in applications with area restricted
specification demands. On the other hand, it is proved
that the Curupira is not suitable for applications with
ultra area restricted specification demands like RFID
applications.
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